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CONECXE

Twitter Statistics

https://www.omnicoreagency.com/twitter-statistics/

>330 million Monthly Active Users
>152 million Daily Active Users

>500 million Tweets Sent per Day
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https://www.statista.com/statistics/282087/number-of-monthly-active-twitter-users/



Q Words & Deeds

Ice-T takes to Twitter to acknowledge Boise’s
massive turnout for Tuesday’s vigil

Bittercreek /
Comunentary . vy f & “Temporary
Kelly Knopp

Commentary: Twitter may have just
helped Trump get re-elected

in US President Donald Trump may not win his latest battle to change Twitter. But he Cole Sprouse, Lili Reinhart deny anonymous sexual 'v j Dona|d J Tru mp a
may succeed in a broader strategy to cast himself as a victim of biased Big Tech, says assault accusations on Twitter &l
NTU's Mark Cenite, g By Meaghan Wray - Global News " @re } ponail I rump
Posted June 22, 2020 2:46 pm

THE VAST SILENT MAJORITY IS ALIVE
AND WELL!!! We will win this Election
big. Nobody wants a Low |Q person in
charge of our Country, and Sleepy Joe
is definitely a Low IQ person!

Black Lives Matter: Book judge axed over  Top Stories

- Twitter remarks Anti-racism protesters remove
slave trader statue
f © ¥ [ <« shae O

Scotland records first day without

virus deaths Europe ‘
e v e / Pr.o:Trump b.ots sp.read anti-China COVID
e b misinformation online'

) 11 mnutes ago

Features

TOP NEWS

wangwaum |
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How China moved to
contain COVID-19:

lessons and reflectior




Popuarnasnisgs wiotow, V@NE@ZUCLA 200209 : - Ecuador o
#travel, #worldcup, #china - b
- Active in: 2009-2019 3

- Main tweet languages: Spanish, English
- Popular hashtags: #atencion (attention),
#telediarioec (TV news Ecuador),
#siguemeytesigo (follow back)

/ - Active in: 2018-2019

- Main hashtag language: English
- Popular hashtags: #maga, #fakenews
- Active in: 2017 .

China z0s-2010

o,
-
* N, =
- Ma.in tweet language: - Main tweet language: English
Chinese - Popular hashtags:
- Popular hashtags: " _#realmadrid, #rmucl,
#HongKong, #hk 14 #aporlal3
- Active in: 2019 L - Active in: 2018
— s
- Main hashtag language: Spanish v
i ¢ i i - Popular hashtags: #fanbesvenezuela, - Main tweet language: Spanish
- Main hashtag languages: Spanish, English #fanb (Bolivarian National Armed Forces) - Popular hashtags:
- Popular hashtags: #noticias (news), #trump, - Active in: 2015-2017 y ication (law of
» happy ¥ 2 ivo (|
- Main tweet languages: el ( : ysou {pr
Indonesian, English, Japanese Active in: 2010-2019 / | / b - Active in: 2016-2019
' - Popular hashtags: #ptl, #tirp & *
- Active in: 2012-2019
[ 2008 - 2013 I 2014 - 2005 1 2016 - 2007 I 201 - 2019
Account Creation Year ©@inauthenticaccount ~ @hashtagintweet
Russia (Internet Research Agency) 2. Egypt & UAE w200 - Iran zon-zos
- 3 K 3 g g i : - Main hashtag alphabets: Latin, Arabic
b 4 - Popular hashtags: #palestine, #gaza,

#iran, #israel
- Active in: 2011-2018

- Main tweet language: Russian
A J - Popular hashtags: #Poccus (Russia), - Main tweet language: . -
- Tweet language: German #HoBocTy (news), #KuesCéunBounr  English s

/ (Kyiv shot down a Boeing) 5
- Active in: 2011-2018

- Main hashtag alphabet: Latin

- Popular hashtags: #science,
#nature, #art

- Active in: 2015-2018 &

N

\
p
- Main tweet language: English
- Popular hashtags: ) 2 - Main hashtag alphabet:
#trump, #maga, #news (right)
#blacklivesmatter (left) -
- Active in: 2015-2017 '\ |

Arabic
Active in: 2016-2018

- Main hashtag alphabets: Latin, Arabic

- Main tweet language: Arabic

- Main tweet language: Arabic | - Popular hashtags: #¢ 52} (Erdogan),
- Popular hashtag: #) s¥) (UAE) \ #u! (Libya), #0kaaa ; (Ramadan) - Popular hashl;gs: #s.acht!mes.
- Active in: 2019 #deletgisrael. husainforjustice
- Active in: 2015-2018

- Active in: 2016-2019

1' - Tweet language: Italian

https://medium.com/swlh/watch-six-decade-long-disinformation-operations-unfold-in-six-minutes-5f69a7e75fb3






Check Bot Use case model

Generate
== reports
I Check Tweet
Connections
networks
S
Data Analysts Define
Policies
Protected Manage bots

Users

View User
Followers Media

Network Investigators




Information
Scouring

Network
VVisualization

Information
Display

Bot Statistics
Display

Human-like

Bots Tweet
Visualization

Network
Querying

elllaV;
Management

Report
Protected Generation
Users Focus




Backend

Handle High Loads of Data
Handle High WorkLoads

Bots should fool real users

Handle high amounts of message
exchanges and processing

Lowly coupled modules

Use Data Caching

Use Message Batch Processing

Easy to Use

Frontend

Easy to Learn

Layman Terms

Clean Graphs

High Query Language Abstraction

Minimalist Design

ToolTips



@ React

A

python

Frontend

REST API

API

A

python

Control Centre

Response Centre @ ParlAl

Keras

Follow Centre

Mesaging kRabbitVQ
Systems @MQ

Bot Management

Policies &
Statistics

Main DBMS

_ML Models

Additional DBMS

@neoy]

PostgreSQL

‘ mongo B

‘mongo DB



Anténio Pinto
b 0 t ¢ = 3.610 Tweets
Ay
i ; | ~-s',

i ( Editar perfil )

- Bots infiltrate Twitter

@ Miguel Nunes o,

189 Tweets

Antonio Pinto &
@AntnioP88829405

Gestor empresarial
Procurando o sentido da vida

[ PR

¢ B Ots SCO u r fo r i nfo rm ati o n ® Celorico de Basto @ Nascido(a) em 5 de]

(5 Ingressou em marco de 2020

seguindo 2.657 403 seguidores

Tweets Tweets e respostas

( Edit profile "3

* Are capable interacting with Twitter Qi@

@MiguelN32342011
Benfica olé 1907 @&

and its users through retweets, likes,

E ter na alma a chama imensa" @ ¢4, &4,

Translate hio

© Albufeira Joined March 2020

follow requests, and so on ety e



Control Centre

Implemented in
Python

Proxy between the
Bots and the other
Microservices
Processes all Bot
Data and most Bot
Decisions

Response Centre

« Implemented with
ParlAl

« Generates avalid
and human-like
responsetoa
given text

Follow Centre

Given a user and a
Bot’'s policies,
decides whether or
not the bot should
attempt to follow
that user
Implemented with
ML model using
Keras



= Containers M Columns £x Settings
P Start W Stop @ Kill 2 Restart W Pause P Resume [l Remove
Q, Search...
O Name isf:reY Quick actions Stack Image 12 Created Host Published Ports ownership
|:| rest m BO x> - docker.pkg.github.com/detiuaveiro/social-network-mining/rest:latest 2020-06-29 18:43:03  cluster £ 7000:7000 = administrators
D control_center m BOw)> - docker.pkg.github.com/detiuaveiro/social-network-mining/control_center:latest 2020-06-29 18:38:59  cluster - = administrators
|:| control_center2 m B O ) - docker.pkg.github.com/detiuaveiro/social-network-mining/control_center:latest 2020-06-29 18:38:57  cluster - = administrators
D follow _servi m BO x> docker docker.pkg.github.com/detiuaveiro/social-network-mining/follow_service:latest 2020-06-2918:30:38  cluster2 - = administrators
D bot m B O > - docker.pkg.github.com/detiuaveiro/social-network-mining/bet:latest 2020-06-29 18:23:44  cluster - = administrators
D bot2 m B O > - docker.pkg.github.com/detiuaveiro/social-network-mining/bot:latest 2020-06-29 18:23:42  cluster - S administrators
O web-app m EO > - docker.pkg.github.com/detiuaveiro/social-network-mining/web-app:latest 2020-06-2918:17:32  cluster  [4 8180 = administrators
[0 mongo_follow_service m BO x> docker mongo:3.6.18 2020-06-29 05:32:41 cluster2 [ 27017-27017 [ 27018:27018 [ 27019:27019 = administrators
D cc_redis m BOw)> redis_cc redis:latest 2020-06-10 11:07:41 cluster [ 6380:6379 = administrators
D bot_redis m B O > bots redis:latest 2020-06-10 11:07:39 cluster [£ 6379:6379 = administrators
D portainer m BO x> - portainer/portainer:latest 2020-06-02 01:44:46  cluster2 [ 8000:8000 [4 9000:9000 = administrators
D portainer m B O > - pertainer/portainer:latest 2020-06-02 01:42:28 cluster [ 8000:8000 [4 80:9000 = administrators
D watchtower m B O > - containrrr/watchtower:latest 2020-06-0120:19:23  cluster2 - S administrators
|:| watchtower m BO > - containrrr/watchtower:latest 2020-06-0120:17:00  cluster - ® administrators
|:| parlai m BO x> - parlai 2020-05-26 15:48:29  cluster - = administrators
O portainer-agent_agent.92ez47s... m B O > portainer-agent  portainer/agent:latest 2020-04-27 21:44:08  cluster  [4 9001:9001 = administrators.
O portainer-agent_agent.fvuaiks... m B O > portainer-agent  portainer/agent:latest = Containers M Columns @ Settings
O rabbitmg_pi m B O > rabbitmg rabbitmeq_rabbit
P Start W Stop @ Kill 2 Restart W0 Pause P Resume [l Remove
Q bearch...
O Name :i‘l:la:reY” Quick actions Stack Image Created Published Ports Ownership
O neosj_pi m 5O . > neodj neo4j_neos 2020-04-22 04:24:12 £ 7687:7687 [£ 7474:767% = administrators
O postgres_pi [ running | BEO k> postgl postgres_postg 2020-03-20 22:41:02 B s4s2:5432 ® administrators
D mongo_pi m B O = > mongo mongo_mongo 2020-03-20 22:33:28 2 27017:27017 = administrators

Items per page 100 :I



Expresso @ @expresso - 6h v

Argentina a beira da tragédia social e economica apos 100 dias de quarentena
S -

“y Argentina a beira da tragédia social e econdmica apo...

O éxito da Argentina ao conter a quantidade de vitimas

s Ines Carvalho @ineescarvalho__ - 1h v
faln, A |sabel tem estado sempre em minha casa que até ja anda com sacos com

mudas de roupa no carro & & &2 &2

- A : T BU DIAS CLHRA! 2 : >
é'?;a';d'e P““'Qd @puttialexandre glhde J;”b o R Q1 1 v o zemmeosiBlE BE SR3LE (o coronavirus é proporcional ao seu fracasso ...
uide de uma panaemia como uma muiner. 500 0 comando de ~ ¢
ﬁ R o 7 2 & expresso.pt
@jacindaardern, a Nova Zelandia zerou os casos de coronavirus no pais ﬂ Anténio Pinto @AnnioP88829405 - 6 min o
A que agora anda a caca de peregrinos que viajam sozinhos ou em peguenos
grupos, & a mesma gue nao conseguiu encontrar autocarros da a servico da Q 1.2 | 8y
a passear pela regido da grande Lisboa no 1.° de Maio.
O 2 ) V) 7 0 ﬁ Antoénio Pinto @AntnioP88829405 - 50 min v
Ay o : ; T
- | Em busca do caos, Doria prorroga quarentena e caminhoneiros iniciam
Madijer “ paralisacao (veja o video)
@Isabelgomes99 i ) Q1 111 i
Em resposta a @AntnioP88829405 e @ineescarvalho__ L.
O Templario v
Eu nao sou peregrina, s6 passo mais tempo em casa @oTemplariol119

da ines do aue em minha casa & Andre Rodrigues @ Em resposta a @AntnioP88829405 e @expresso

Reconstrucéo da fan < ‘ -
o vinculo legal, de to Onde esta o video®

\NA @PS_ju__ - 10 de jun ~ ‘hone

Q 23 7 381 Q 16mil 3

Il. Ela néo leva de todo a peito o que dizem. A Sandrina acaba por
ito porcaria mas o que acontece & gue depois € ela a queixar-se so

o) Anténio Pinto @AntnioP88829405 - 23 h “ rio corpo. Pg quando apontamos o dedo a alguém temos mais a religioso. 10:40 PM - 26 de jun de 2020 - Twitter for Android
QUE VERGONHA DO POVO BRASILEIRO QUE APOIA BOLSONARO, sara nds. A Soraia tA numa boa e valoriza-se!
POR ISSO QUE OS PORTUGUESES TIRAM ONDA COM A NOSSA n o1 T Expropriacéo dos detentores do solo e do capital em vantagem de todos e
CARA, E COM RAZAO =

abolicéo do governo.

®) 0 %, Oy il narela @AmarelaNave - 10 de jun v o1 " v ’
“""  Elaesta na boa. Deixem-na continuar assim. Fazem dela acéfala —
1 1 T - - — .

© = v & @  Antnio Pinto @AninioP88829405 - 20 h v
- Antdnio Pinto @AninioP88829405 - 10 de jun ~ | O cara é médico ha trezentos anos e nao sabe colocar uma mascara? Que
= As melhores amizades que tenho s&o com rapazes, meninas querem-te bem diabo de médico & esse, pelo amor de Santo Agostinho

mas nnc melhor que elas Q ! n @ 2 |

01 0 © & i - 1l

PS: JOANA v Andre Rodrigues @ ® v

ﬁ @PS_ju__ @AndreTripeiro

Em resposta a @AntnioP88829405 e @AmarelaMave . .
P - - Em resposta a @AntnioP88823405

Também é verdade. Muitas sao assiml!

Amo te
12:58 PM - 10 de jun de 2020 - Twitter for Android



reavles doka

Data scoured... so far
- 2 Bots

+ 369027 Users (15161 Private)
- 784118 Tweets

* 395191 FOLLOWS Relations

* 59044 QUOTED Relations

- 132241 REPLIED Relations

- 255363 RETWEETED Relations
- 781588 WROTE Relations

* 45.7% Protected Account Follow Acceptance Rate
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Statistics
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https://detiuaveiro.github.io/social-network-mining/code/public-portfolio/index.html

ECQm
O GitHub

L Google Drive

|
* Source Code « Presentations
« Code Distribution * Meeting Records
* Private Repo  General Documents

e \Versions Control

o Jira

and Resources

a2 slack

Q DISCORD

| |
 Milestones « \oice  General
Goals Communication Communication
Roadmap Synchronous * General
Backlog Collaboration Announcements

Tasks distribution



- Twitter Developer Accounts due to Covid-19
- Big Data and high querying times

* Integrity between the several DBMS

- Not Starting the project from scratch

- Communication using RabbitMQ

- TweePy Nuances

- Network Visualization performance



@&C@@G’@

- Ability to add and deploy Bots
- Intelligence Improvements

- \Miigrate from PostgreSQL

» Visual Query construction tool

- Mobile Companion App
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- Work well documented for possible future iterations

caet E;‘;-g UPEN
PUBLIC ~—a U REmunmnsv —
s MOVEMENT o “i"" B

COPYRIGHT =

FTWA
-OPEN:SOURGEES?
5 “HEESOURCE s
open source |

- Open Source

sgnwuf' _
INTERNETS{ &

DEVELOPMENT

PRODUCTION

CUlTURE

SMRIIG

e msml



the end



